
CompTIA Security+ 

Click here to view current class schedules! 

Course Length: 6 days (virtual) 

Course Description:  

CompTIA Security+ (Exam SY0-501) is the certification globally trusted to validate foundational, 

vendor-neutral IT security knowledge and skills. As a benchmark for best practices in IT security, this 

certification covers the essential principles for network security and risk management - making it an 

important stepping stone of an IT security career. 

IT security is paramount to organizations as cloud computing and mobile devices have changed the way 

we do business. With the massive amounts of data transmitted and stored on networks throughout the 

world, it's essential to have effective security practices in place. That's where CompTIA Security+ comes 

in. Get the Security+ certification to show that you have the skills to secure a network and deter hackers 

and you're ready for the job 

Target Student: 

The CompTIA Security+ certification is aimed at an IT security professional who has: 

• A minimum of two years' experience in IT administration with a focus on security 
• Day-to-day technical information security experience 
• Broad knowledge of security concerns and implementation, including the topics in the domain list 

 

https://vc.hacc.edu/index.cfm?fuseaction=browse.courses&sub=11


Course Content 

• 1.0 THREATS, ATTACKS AND VULNERABILITIES 

o 1.1 Given a scenario, analyze indicators of compromise and determine the type of 

malware. 

o 1.2 Compare and contrast types of attacks 

o 1.3 Explain threat actor types and attributes. 

o 1.4 Explain penetration testing concepts. 

o 1.5 Explain vulnerability scanning concepts. 

o 1.6 Explain the impact associated with types of vulnerabilities. 

• 2.0 TECHNOLOGIES AND TOOLS 

o 2.1 Install and configure network components, both hardware- and software-based, to 

support organizational security. 

o 2.2 Given a scenario, use appropriate software tools to assess the security posture of an 

organization. 

o 2.3 Given a scenario, troubleshoot common security issues. 

o 2.4 Given a scenario, analyze and interpret output from security technologies. 

o 2.5 Given a scenario, deploy mobile devices securely. 

o 2.6 Given a scenario, implement secure protocols. 

• 3.0 ARCHITECTURE AND DESIGN 

o 3.1 Explain use cases and purpose for frameworks, best practices and secure 

configuration guides. 

o 3.2 Given a scenario, implement secure network architecture concepts. 

o 3.3 Given a scenario, implement secure systems design. 

o 3.4 Explain the importance of secure staging deployment concepts. 

o 3.5 Explain the security implications of embedded systems. 

o 3.6 Summarize secure application development and deployment concepts. 

o 3.7 Summarize cloud and virtualization concepts. 

o 3.8 Explain how resiliency and automation strategies reduce risk. 

o 3.9 Explain the importance of physical security controls. 

• 4.0 IDENTITY AND ACCESS MANAGEMENT 

o 4.1 Compare and contrast identity and access management concepts 

o 4.2 Given a scenario, install and configure identity and access services. 

o 4.3 Given a scenario, implement identity and access management controls. 

o 4.4 Given a scenario, differentiate common account management practices. 

• 5.0 RISK MANAGEMENT 

o 5.1 Explain the importance of policies, plans and procedures related to organizational 

security. 

o 5.2 Summarize business impact analysis concepts. 

o 5.3 Explain risk management processes and concepts. 

o 5.4 Given a scenario, follow incident response procedures. 

o 5.5 Summarize basic concepts of forensics. 



o 5.6 Explain disaster recovery and continuity of operation concepts. 

o 5.7 Compare and contrast various types of controls. 

o 5.8 Given a scenario, carry out data security and privacy practices. 

• 6.0 CRYPTOGRAPHY AND PKI 

o 6.1 Compare and contrast basic concepts of cryptography. 

o 6.2 Explain cryptography algorithms and their basic characteristics. 

o 6.3 Given a scenario, install and configure wireless security settings. 

o 6.4 Given a scenario, implement public key infrastructure. 
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